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Executive Summary

Deliverable D3.37T iChi | dRescue Platform, APIls and dvgpbring e App R
documentation of the first iteration of the ChildRescue integrated platform (Release ). It is the output

of a combination of WP3 tasks, namely thetasks T3.2-A Pl at f or m Devel opmeT™83 and De
TAMobil e App Desi grmndad4i ADCehvi e |doRpensecnuted Pl at f or B3.3Tec hni c
accompanies the delivered software up to M18 and provides a comprehensive view on the implemented

functionalities of the first release of the ChildRescue platform and the mobile app, along with the

technical verification and the corresponding evaluation plan.

The presentation of the integrated platform is divided between the core platform and the mobile
application. The first platform release generally followed the initial integration plan of D3.1 7
AChil dRescue Archit ect,uegarding fodseeR fuactichalitiesnandDuses rolgs o
However, the development of the platform and the mobile app led to minor modifications and
adaptations of the original architecture which are highlighted in this document A brief section for each
of the implemented components follows, including a short description of each entity, its integration in
the platform and some indicative screenshots. The required APIs for information retrieval and exchange
are referenced inside the integration section of each component. However, for a complete reference of
all implemented ChildRescue APIs for Release |, a separate section is dedicated to the API
documentation. The last part of the integrated ChildRescue platform presentation is the first release
of the mobile application, with the relevant description and screenshots.

The second thematic unit of this document is the outline of the ChildRescue technicalverification and
evaluation plan, which will set the processes and criteria for verification of functional and non -functional
requirementsd f u | &nid delinerynof high-quality code. The technical verification and evaluation plan
have been put into effect right from the start of implementation activities. This first release has been
verified to comply with high-quality standards, and some of the results from completed tests are
presented indicatively in this document.

The delivery of Release | signifies the completion of the second platform development iteration and the

start of the third and final one. The final iteration includes further development and finetuning of already

delivered components, implementation of those that were scheduled for the second release, testing

and technical evaluation. WP4 activities, which will validate the platform in terms of added end-user

value, will take place in parallel to the ongoing platform development and prov ide valuable feedback.

Release Il will be delivered inthe contextofD3.4 T A Chi | d Rescue Pl atform, API s anct
| 1 o[M2a7]n while a full public release is due for launching in M29.
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1 Introduction

D3.3 is released in the context of WP3 T AChi | d Rescue Pl atform Architec
I mp |l e me nancddontamstbe first complete integrated platform release, which is the result of the

development and technical evaluation activities of tasks T3.2, T3.3 and T3.4 until [M18] . The deliverable

is of type fADemonstrator o, meaning t haandthetrelewamtn si st s ¢
technical system documentation.

The present document consolidates elements from three types of technical documentation: 1. software
architecture - the complete presentation of the core platform along with each implemented component,

and the mobile application, 2. APl documentation - the API calls and the correspondingc o mponent s 6
endpoints and 3. quality assurance documentation - the first version of the technical platform
verification and evaluation plan and the results of tests conducted thus far. Lastly, for the sake of
completeness, implemented user stories are listed in Annex |: Implemented User Stories Release I.

The main body of the document is structured as follows: the ChildRescue integrated platform is
presented in Section 2, and the technical verification and evaluation framework is outlined in Section
3, along with results from performed tests. The deliverable gets its input from previous WP3
deliverables. D3.1, where the platform architecture, functionalities and relationships were designed and
detailed based on elicited user requirements and developed user stories, and D3.2 which contained the
functional mock-ups for the web and mobile application user interfaces.

The current software release, which is currently hosted in three Git Hub repositories, will be further
developed in order to deliver all planned functionalities and address all user stories as refined in D3.1
User feedback and evaluation of the pilot phases will serve as a base for updating and improving this
release, while the results of the validation and verification processeswill lead to delivering high quality
software. The next official release is planned for [M27], in the context of deliverable D3.4 i
AiChil dRescue Pl atform, APls and Mobile App, Rel ease |
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2 ChildRescue Integrated Platform Release |

2.1 General Status and Architecture Updates

The development of functionalities, the corresponding ChildRescue components and the mobile

application, as well as their incorporation in the integrated platform, generally f ollowed the design and

architecture outlinedinD3.1 1 AChi | d Rescue Architecture and Platform
release, it prescribed the implementation of core platform components enabling the execution of the

following actions: registratio n of organisation and members, registration of independent users, creation

and management of case and child profiles, reception of evidence from mobile app users, notification

generation and diffusion.

The relevant code is stored into three private (for t he time being) repositories in GitHub for better

control and error handling:

1. Backend & APIs: https://github.com/singularlogic/child -rescue
2. Frontend & Ul: https://github.com/singularlogic/child -rescue-ui
3. Mobile App: https://github.com/ubitech/childrescue -mobile

A demo platform is setup on a private server with access rights available on request for security reasons.
The mobile app can be currently deployed as an .apk file, but it will soon be available as a private app
through Google store. The ChildRescue consortium has access to both for evaluation purposes. Of
course, once the platform and app reach a development status where they can support real users, they
will go public. This is estimated to occur on [M29].

Since the beginning of the development, a few technical factors, as well as the feedback and comments
from the pilot partners resulted in a number of modifications ont he ChildRescuehigh-level architecture
(as presented in D3.1) with its current status being depicted in Figure 2-1.

Inmoredetal,on component | evel there is the renaming of 1t he
Engined since this component will handle only the pus
app or the web Ul. Regardingthesub-c o mponent s of the fCasteyhdeheeyger 06 con
restructured and modified to accurately depict i mpl ¢
Creationodo and A Pcomgonehte have peba anidiedl tosownbe . i TaggmeMatnea gs u b
component has also been incorporated intot he A Pr ofi | e Cr e a{ompanentamtile Updat e
new version, as its funct i on exXisternceofasepdratesabrecpnpengnt.t y donb
Two new sub-components, whose functionalities were not represented by any other entity in the

di agr am, were introduced in the fACase Manager o, name
Managemend@mpsowmbkent s. The fAFeedb-eomponen¥asnrasgoesible for 6 s ub
allowing web users create, update and evaluatef e ed b ac k , and forward it to the
AProfiling and Prediction Engined and ABl ockchaino

component is responsible for the content, location/radius, and duration customisation of al erts by the

web user. Once a new alert is ready and activated, a signal is sentto t h élotification Engined0 f or t he
diffusion of the appropriate notifications to the mobile application users. The @A Al ert o i s a ne
introduced in ChildRescue during the platform implementation, as there was a need to distinct these

entities from notifications. Notifications now refer only to mobile push notifications and are sent only

during the alert creation and the case closure. At the same time, some functionalities have been moved

10
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from the, previously called, i Communi cati on Engined t o -corhpenerfi,&d er t Mar
that the former now has mainly the role of a message transmitter rather than a configurator.

Public Ul

Presentation
Layer Case(s) Coordination Admin Configurations |=IS&R Team Coordination

Multilayer Profile .
Creation & Creation Data Sharing Progress Tracking
Network Effect Tracking
Collaborative
Feedback Management Dashboard
Map Information Resource Tracking

Data Privacy Secure Case Data Encryption
Logic Management Archiving Management
Layer
Incoming Data . . I
: Notifications Diffusion
Behaviour Analysis -
User-based Ranking
Predictive Analytics
Feedback Validation
Legacy System
Connectors
LOD Connectors Social Data Connectors
Social
ADMG Networks & sen ot
ccess . pen Data
Layer Blockchain 0D Cloud Repositories
ChildRescue Legacy
Database Systems

Figure 2-1: Updated High -level Architecture Diagram

The updated components and their functionalities are presented in the following Table 2-1. The original

versions of the updated components and architecture, along with the complete descriptions of

functionalities and components that are not presented here, can be foundinD3.1 T AiChi | d Rescue _D3.
Chil dRescue Architecture and Platform Design_vl1l.00.

Table 2-1: Updated Components, Sub  -Components and Functionalities

ChildRescue _ - In
Sub-Components Functionalities

Component Release

Case Manager Multilayer Profile Creation & Update = Multilayer Case Profile Generation I

Ongoing Data Acquisition |

Profile Enrichment |

11
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Tag Retrieval from Collaboration
Space & Case Tagging

Alert Configuration, Creation &

Alert Management
Update

Feedback Creation & Update.Manual
Feedback Management

Evaluation
Activity Feed Actions Logging Il
Notification o o Target and send messages (push
Notifications Diffusion c
Engine notifications)
2.2 Core Platform and Components

The progress made until [M18] regarding the core platform development and its components is in line
with the integration plan. The major goal was to develop the appropriate software infrastructure
(Backend i Rest AP)) and setup the data storage (ChildRescue Database) to handle the background
functionality and API calls for most of the given actors and actions. From the user interface point of
view (Frontend-Ul), the focus was set on the Case Management, so that most of the functionalities
required to create, update and disseminate a case and relevant notifications (Notification Engine) to
mobile end users are available in Release I.

The currently utili sed technologies and frameworks are summarised in Table 2-1Table 2-2.

Table 2-2: ChildRescue Platform technologies and frameworks

Backend Python 3.6, Django framewaork?, version 2.x
Frontend-UlI Vue.js?, version 2.x

Database PostgreSQLE, version 10.0

Notification Engine Firebase Cloud Messaging (server app)
RESTAPI Django Rest framework®

1 https://www.djangoproject.com/

2 https://vuejs.org/

3 https://www.postgresg|.org/

4 https://firebase.google.com/docs/cloud -messaging
5 https://www.django -rest-framework.org/

12
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In the following sections, the implemented ChildRescue componentsare presented individually: firstly,
there is a brief descriptono f t he ¢ o mp o n e n theh she ihtegratioh pracess dnd APY calls
are listed and lastly some indicative screenshots are presented.

221 Case Manager Component

2.2.1.1 Description

The fiCase Managed component can be used by web users to create and manage multi-layer case
profiles, alerts and feedback. Its interface is considered to be the main tool for the Case Manager, the
Facility Manager and the Coowdinator.

The multi-layer profile information is divided in groups of personal, demographic, physical, medical,

psychological, social media data and other basic case information; this information together with

outputs from other components in Release Il (such as the f@APrediction and Prc
compose the complete profile of the missing child or the unaccompanied migrant minor. This profile

will be updatedt hr oughout the casebs |ifeti me

Feedback can be created and edited through this component. The manager can also proceed to a
manual assessment of feedback coming from citizens and manually mark it as relevant, irrelevant or
credible.

The fiCase Man agigalsoemploystowihen¢ha tmanager wants to create an alert for the

case The managercan customize the alertds content (e. g. dir
system, manually add free-text, attach files), duration, location/radius. These alerts can be updated

after creation and even be deactivated (where they cannot be edited any more).

2.2.1.2 Integration

The ACase Manageb component was integrated in the ChildRescue Core Platform by expanding the
platformds wuser interface and connecting the engine |
integrated using JavaScript and it is based on the built-in modules of Vue.js framework to communicate

with a RESTful API.

Concerning the componentobs API cal |l s t tases, dacilties,e f our
alerts and feedbacks (evidences) Moreover, there are five basic API calls that every endpoint can

perform; list, create, read, update and delete that are self -explanatory. However, it should be

mentioned that the user will only be able to perform the calls list, update and read for the accounts of

an organisation that he has access to. Additionally, a manager of the ChildRescue platform cannot

update or delete a facility of a different organisation. The other endpoints have to do with the

permission a user has and as such can be read, listed, created, updated and deleted.

13
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2.2.1.3 Screenshots

'+ Child Rescue = Child Rescue B p DEMOUSER v

Dashboard

Children Registry

Hosted Children

Dimitris Geogiou

Sonia Sores Tony Jones

Figure 2-2: Case/ Facility Management i Children Cases

> Child Rescue =

Child Rescue

(=] p JOHN DEMO  ~

Lora Jones €2

Case Management

CASE  ADDITIONALINFO  FACTS

==

ALERTS  ANALYSIS

PHOTO PERSONAL DEMOGRAPHICS PHYSICAL
First name Birth city Eye color
Lora Athens blue
Home city Hair color
Last name
ones London brown
Nationality Skin color
Disappearance type English white
abduction Gender Height
Disappearace date female g0 em
0199614 060500 Date of birth Weight
20150204 35kg
DESCRIPTION

Lora was with her parents in Volos. She said that she would go to the playground with other children frem the nelghbourhood. When her parents went after 30 minutes to check on her, she was not there. She was last seen talking to  stranger

Figure 2-3: Case/Facility Management - Case Information
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¥ Child Rescue =  child Rescue

Personal data

Case Management

Fields with * are required
Lora Jones
Jim Jones KathrinJones

M /media/profile_images/imageedit_6_3489594049_D98BD132.jpg

was last seen talking to a stranger

D3.3

+4421563284521

e £

+305211496465

1

Lora was with her parents in Volos. She said that she would go to the playground with other children from the neighbourhood. When her parents went after 30 minutes to check on her, she was not there. She.
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Vassani 69, Volos 383 33, Greece
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a friend of Lora said to her parents that she saw Lora with a stranger near the school
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Figure 2-6: Case/Facility Management - Update Feedback

Figure 2-7: Case/Facility Management - Manual Feedback Evaluation
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